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INTRODUCTION

More than ten years ago in the world has
emerged the concept “smart city” and till to-
day smart cities have developed in many coun-
tries of the world.

A smart city is a place where traditional
networks and services are made more efficient
with the use of digital and telecommunication
technologies for the benefit of its inhabitants
and business [1].

Any smart city, in turn, consists of a huge
amount of cyber physical systems (CPSs).

Cyber physical systems are smart systems
that include engineered interacting networks of
physical and computational components [2].

The essential requirements to functioning of
these systems are safety, security, reliability,
resilience, confidentiality. Automated deci-
sion-making, including profiling in the person-
al data processing constitutes a significant part
of cyber physical systems as components of
smart cities.

As the personal data is processed automati-
cally, computations are performed in the
“cloud” in the network of distant servers, there
is a risk of various cyber threats and real cyber
attacks on certain cyber physical system (as
part of a smart city) which may cause a dam-
age or losses to the personal data subject as a
result of unlawful destruction, use, alteration
or disclosure of the personal data.

The Ukrainian legislation does not contain
the concept “smart city”. The unsolved prob-
lem in the Ukrainian legislation is the recogni-
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tion of the personal data subject as a central
element of any cyber physical system (as part
of a smart city) and the necessity of ensuring
balance between the fundamental rights and
freedoms of the personal data subject and the
rights of the data possessors, data processors,
data protection officials, the authority of the
Commissioner of the Verkhovna Rada of
Ukraine on human rights who gain access to
the personal data by means of personal data
subject consent.

The comparative analysis of the Regulation
(EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the
protection of natural persons with regard to the
processing of personal data and on the free
movement of such data, and repealing Di-
rective 95/46/EC (Regulation) [5] with the
Ukrainian Law [4] which refers to various
elements of the processing of personal data in
different processing systems, to the rights and
obligations of the data controller, the data pro-
cessor, the supervisory authority with regard to
ensuring lawful, secure, confidential pro-
cessing of personal data is made.

THE PURPOSE OF THE RESEARCH

The purpose of the research is to analyze
the personal data protection in accordance with
the Regulation [5] in comparison with the Law
“On the personal data protection” [4] aimed at
the revealing of the progressive provisions of
the Regulation which refer to the various ele-
ments of the processing of personal data in
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different processing systems (including CPSs
as components of smart cities), to the rights
and obligations of the data controller, the data
processor, the supervisory authority with re-
gard to ensuring lawful, secure, confidential
processing of personal data.

MAIN BODY

Smart cities employ a combination of data
collection, processing, and disseminating tech-
nologies in conjunction with networking and
computing technologies and data security and
privacy measures encouraging the application
of innovation to promote the overall quality of
life for its citizens and covering dimensions
that include: utilities, health, transportation,
entertainment and government services [3].

CPSs as components of a smart city inte-
grate computing, communication, data storage
with real world’s objects and physical process-
es. All the above-mentioned processes must
occur in real-time, in a safe, secure and effi-
cient manner.

According to the Article 2 of the Law [4]
personal data is the information or a set of
information about an individual that is identi-
fied or can be specifically identified. Accord-
ing to the Article 4 of the Regulation [5] “per-
sonal data” means any information relating to
an identified or identifiable natural person
(“data subject”); an identifiable natural person
is one who can be identified, directly or indi-
rectly, in particular by reference to an identifi-
er such as a name, an identification number,
location data, an online identifier or to one or
more factors specific to the physical, physio-
logical, genetic, mental, economic, cultural or
social identity of that natural person.

In accordance with Article 4 of the Regula-
tion ‘pseudonymisation’ means the processing
of personal data in such a manner that the per-
sonal data can no longer be attributed to a
specific data subject without the use of addi-
tional information, provided that such addi-
tional information is kept separately and is
subject to technical and organisational
measures to ensure that the personal data are
not attributed to an identified or identifiable
natural person [5].
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The Ukrainian law [4] does not contain the
concept “pseudonymisation”, however this
concept is extremely important in personal
data protection in different areas as well as in
the operation of CPSs as components of smart
cities. Therefore, the concept “personal data
depersonalization” should be substituted in the
Ukrainian law with the concept “pseudony-
misation” with the abovementioned definition.

In accordance with the Article 4 of the
Regulation [5] ‘profiling” means any form of
automated processing of personal data consist-
ing of the use of personal data to evaluate cer-
tain personal aspects relating to a natural per-
son, in particular to analyze or predict aspects
concerning that natural person's performance
at work, economic situation, health, personal
preferences, interests, reliability, behavior,
location or movements.

It can be concluded that “profiling” can be
performed in CPSs as components of smart
cities in such areas as healthcare, energy
(smart grid), traffic management etc. The
Ukrainian law does not contain the concept
“profiling”. This concept should be introduced
into the law with the abovementioned defini-
tion.

Article 5 of the Regulation [5] defines cer-
tain Principles relating to processing of per-
sonal data. It is indicated that personal data
shall be: (a) processed lawfully, fairly and in a
transparent manner in relation to the data sub-
ject (‘lawfulness, fairness and transparency’);
(b) collected for specified, explicit and legiti-
mate purposes and not further processed in a
manner that is incompatible with those pur-
poses (‘purpose limitation’); (c) adequate, rel-
evant and limited to what is necessary in rela-
tion to the purposes for which they are pro-
cessed (‘data minimization’); (d) accurate and,
where necessary, kept up to date; (‘accuracy’);
(e) kept in a form which permits identification
of data subjects for no longer than is necessary
for the purposes for which the personal data
are processed; (‘storage limitation’);(f) pro-
cessed in a manner that ensures appropriate
security of the personal data, including protec-
tion against unauthorized or unlawful pro-
cessing and against accidental loss, destruction
or damage, using appropriate technical or or-
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ganizational measures (‘integrity and confi-
dentiality’).

All these principles are crucial to the pro-
cessing of personal data in any kind of legal
relationship between the natural and legal per-
sons, public authority and other subjects as
well as in the operation of CPSs as compo-
nents of smart cities. However the principle
“integrity and confidentiality” is one of the
most important principles and is ensured by
the appropriate technical characteristics in the
design of CPS as part of a smart city. If this
principle is not ensured in the design of CPS
this system will be subject to cyber attacks of
different levels of complexity with the subse-
quent damage to the secure, reliable, resilient
functioning of CPS (as part of a smart city)
and confidential processing of the personal
data will not be guaranteed.

In conformity with Paragraph 1 of the Arti-
cle 22 of the Regulation [5] the data subject
shall have the right not to be subject to a deci-
sion based solely on automated processing,
including profiling, which produces legal ef-
fects concerning him or her or similarly signif-
icantly affects him or her.

The similar provision is layed down in the
Article 8 of the Law [4] which emphasizes that
the personal data subject shall have the right to
the protection from the automated decision
which produces legal effects concerning him
or her.

For instance, in CPS as part of a smart city
personal data is automatically processed in
order to fulfil the functions of CPS in certain
areas of deployment. Automated processing
and computation are performed in the cloud
(with many distant servers) and are inevitable
for the appropriate functioning of CPS as part
of a smart city. However, these operations in
the cloud may constitute a risk of personal data
breach and to avoid such consequences an
appropriate technical measures should be tak-
en by the CPS operator in order to ensure se-
curity and confidentiality of the personal data.
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CONCLUSIONS

According to the definition of the concept
“controller” in the Regulation [5] it has the
same meaning as the concept “possessor” in
the Ukrainian Law [4].

Therefore the controller as well as the pos-
sessor shall ensure the appropriate safeguards
to the personal data protection, which may
include encryption or pseudonymisation. The
essential requirement to the security and con-
fidentiality of the personal data in any kind of
processing systems (including CPS as part of a
smart city) is that different types of personal
data relating to a relevant natural person shall
be kept separately in order to avoid easy estab-
lishment of that person and an obligation of
professional secrecy shall be strictly observed
by the controller as well as the possessor.
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